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QUYET PINH

Ban hanh Quy ché dam béo an toan thong tin trong hoat dong
urng dung cong nghé thong tin cia Ban Dan t¢c

TRUONG BAN DAN TQC TINH KHANH HOA

Can ctr Quyét dinh sé 1786/QD-1JBND ngay 03/7/2015 cuia UBND tinh
Khanh Hoa vé viéc kién toan chirc nang, nhiém vy, quyén han va co ciu td chirc
cua Ban Dan toc;

Cian ctr Quyét dinh s6 38/2015/QD-UBND ngay 24/12/2015 ciia UBND
tinh Khanh Hoa ban hanh Quy dinh dam bao an toan thdng tin sé trong hoat
dong tng dung cong nghé thong tin trén dia ban tinh Khanh Hoa;

Xét dé nghi ciia Chanh Vian phong Ban Dan toc,
QUYET PINH:

Piéu 1. Ban hanh kém theo quyét dinh nay Quy ché dam bao an toan
thong tin trong hoat dong trong hoat dong trng dung cong ngh¢ thong tin cta
Ban Dan toc.

~ Diéu 2. Quyét dinh nay 6 hiéu lyc ké tir ngay ky va thay thé Quyét dinh
s0 55/Qb-BDT ngay 19/10/2016 cua Truong Ban Dan toc ban hanh Quy ché

dam bao an toan, an ninh thong tin trong hoat dong co quan Ban Dan tdc tinh
Khanh Hoa.

Piéu 3. Chanh Vin phong; cac Truong, phd phong va can b9, cdng chuc
thuoc Ban Dan tdc chiu trach nhiém thi hanh Quy¢t dinh nay./.
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UBND TINH KHANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
BAN DAN TQC Poc 1ap - Tu do - Hanh phiic

QUY CHE
Pam bao an toan thong tin trong hoat dong wrng dung
cong nghé thong tin ctiia Ban Dan t¢c
(Ban hanh kém theo Quyét dinh so 105/0P-BDT ngay 28/12/2018
cua Truong Ban Dan toc)

Chuong I
QUY DINH CHUNG

Piéu 1. Pham vi diéu chinh va ddi twong ap dung

1. Quy ché nay quy dinh vé& dam bao an toan théng tin trong hoat dong
ung dung cong nghé thong tin cua Ban Dan toc tinh Khanh Hoa.

2. Quy ché nay ap dung cho tit ca can bd, cong chirc thuéc Ban Dan toc
trong viéc van hanh, khai thac va st dung hé thong thong tin tai co quan.

Picu 2. Hé thong thong tin ciia co quan

1. H¢ thong thong tin 1a tap hop thiét bi phan cing, phan mém va co so dir
liéu duoc thiét 1ap phuc vu muc dich tao 1ap, cung cap, truyén dua, thu thap, xu
1y, luu trit va trao doi thong tin.

2. Hé thong thong tin ciia co quan phai tuan thu cac nguyén tic dam bao
an toan thong tin sb theo quy dinh tai Piéu 41 Nghi dinh s 64/2007/ND-CP
ngay 10/4/2007 cua Chinh phu vé Gmg dung cong nghé thong tin trong hoat dong
cua co quan nha nudec.

3. Truéng ban la nguoi cod quyen cao nhat dbi voi toan bd hoat dong va
cong tac dam bao an toan thong tin s6 cho hé thong thong tin cua co quan; ¢
toan quyén trong viéc giao hay khong giao quyén sur dung, thu h01 quyén cua
ngudi st dung trong hé théng thong tin cua co quan; co quyén quyét dinh viéc
stt dung cac thanh phan cta hé théng théng tin ngoai muc dich phuc vu cong
vi€c trén co s& tuan thu cic quy dinh ctua phép luat va chiu hoan toan trach
nhiém dbi voi quyét dinh ctia minh.

Piéu 3. Nguyén tic bao dam an toan thong tin

1. Can b, cong chirc chiu trach nhiém trudc phap luat vé ndi dung thong
tin da chuyén di trén mang ndi1 bd (LAN), mang truyén so6 li¢u chuyén dung cua
cac co quan bang va Nha nudc (mang WAN) va mang Internet.

2. Tuan thu cac nguyén tic, cac tiéu chuin, quy chuin ky thuat vé bao
mat, an toan thong tin so; chap hanh hudng dan cua co quan chuyén mon quan
1y nha nudc vé thong tin va truyén thong v€ cac giai phap, bién phap, ky thuat vé
quan ly, bdo mat, an toan thong tin so.



3. Cac van ban c6 ndi dung “Mat” tr¢ 1én khi dugc soan thao phai trén
thiét bi khong két ndi mang va dugc kiém dinh; khi glri, nhan qua mang phai
dugc thu trudng co quan, don vi cho phép va phai duoc ma hoa theo quy dinh
ctia Ludt co yéu va cac van ban phap luét lién quan.

4. Két hop nhiéu bién phap bao dam an toan thong tin sd, nham phat hién
va ngan chan kip thoi cidc nguy co mat an toan thong tin.

5. Cong tdc dam bao an toan thong tin mang phai dugc thuc hién trén co
sO coO su phoi hop chat ché gitra co quan, don vi va cé nhan.

Chuwong |1
NOI DUNG PAM BAO AN TOAN THONG TIN

Piéu 4. Bio vé thong tin ca nhan

1. Can bg, cong chirc ¢6 trach nhiém tu bao v€ thong tin cd nhan cia minh
va tuan thu cac quy dinh tai khoan 1, khoan 2 Piéu 10; khoan 1, khoan 4 Diéu
16; khoan 3 Diéu 17; khoan 1 Diéu 18 Luat an toan thong tin mang va trong cac
van ban phap luat c6 lién quan.

Khi sir dung, khai thac cac hé thong thong tin ciia co quan va cac phan
mém Ung dung dung chung cua tinh, c6 trach nhiém:

a) Ty quan 1y va chiu trach nhiém vé bao v¢ thong tin ca nhan da dugc
khai bao trong cac hé théng thong tin; khong tiét 10 tai khoan dang nhap, dau
ndi, truy cap trai phép vao cic phan mém dung chung cta tinh.

b) Phai thyc hién viéc d6i mat khau ngay sau khi dugc cap tai khoan truy
cap vao cac phan mém dung chung cua tinh. Mat khau phai thay doi thuong
xuyén hodc dinh ky 3 thang 1 lan; khong dung mot mat khau cho nhi€u tai
khoan.

¢) Khi khai thac, sir dung cac phan mém dung chung cua tinh tai cac diém
truy cap Internet cong cong, tuyét doi khong dat ché do luu trir mat khau trong
qué trinh st dung.

2. Khi xur ly thong tin phai tuan thu day du cac noi dung theo quy dinh tai
khoan 2, 3, 4, 5 Diéu 16; khoan 1, 2 Biéu 17; khoan 3 Dicu 18; Dicu 19 cua
Luat an toan thong tin mang va cac quy dinh sau:

a) Quan 1y va phan quyén truy cip trong cac phan mém ung dung, hé
théng thong tin, co sd dit liéu phu hop véi chiic ning, nhiém vu, quyén han cua
nguoi tham gia quan ly, van hanh, khai thac, su dung cac phan mém tng dung,
hé théng thong tin, co so dif lidu.

b) Can bo, cong chuc da nghi viéc hodc chuyén cong tac phai thuc hién
viéc thu hoi cac thiét bi CNTT lién quan, dong thoi phai thong béo ngay bang
van ban dén co quan quan 1y, quan tri phan mém tmg dung, hé théng thong tin,
co sO dir lidu dé thuc hién cac bién phap k¥ thuat cap nhat lai, khoa hodc hiy tai
khoan nguoi dung.



Piéu 5. Vé quan 1y, sir dung hé thong
1. D6i voi thiét bi CNTT:

a) Coéng chirc, ngudi lao dong cé trach nhiém quan 1y trang thiét bi céng
nghé thong tin (May vi tinh, may in, thiét bj ngoai vi,...) duoc giao, tu quan 1y dit
liéu trén may tinh ctua minh, tu quyét dinh viéc chia sé tai nguyén véi cac may
tinh khéac theo ding quy dinh.

Trong qua trinh st dung cac thiét bi CNTT, néu co6 su cb xay ra, cong
chue, lao dong lap phleu yéu ciu sia chira, chuyén dén Van phong. Trong
truong hop xay ra su ¢b 16n phiéu yéu cau sira chita phai duoc xac nhan cua
Trudng ban.

b) May tinh va céac thiét bi CNTT dé noi an toan, tranh anh hudng céc tac
nhan bén ngoai (4nh ning, mua...), thuong xuyén vé sinh cho may; hang ngay
kiém tra theo ddi su hoat dong cua may tinh, thiét bi ngoai vi... Khi khong st
dung may tinh nén tit may nham tiét kiém dién va phong, chong cac xam nhap
trai phep.

c) May tinh chira dir liéu quan trong va thuong xuyén két ndi Internet phai
cai dit cac phan mém diét virus tin cdy, c6 ban quyén.

d) Phu trach cong ngh¢ thong tin (Quan tri mang) chiu trach nhiém:

- Kiém tra, theo ddi, danh gia sy hoat dong cia may chu, may tram, cac
thiét bi mang va cac thiét bi ngoai vi theo ding tiéu chuan ky thuat; thuc hién
viéc sao luu dir li¢u; ghi nhat ky bao 16i cua mang, cac thiét bi CNTT dé thuc
hién cong tac bao tri, bao dudng dinh ky, dot XUAt, giam thiéu tdi da cac su c¢d
k¥ thuat; cung cap dia chi IP mang va tham s6 mang cho nguoi dung két ndi vao
mang dién rong (WAN) cua tinh.

- Quan 1y k¥ thuét va duy tri hoat dong hé théng thong tin cua Ban; 1a dau
mdi két ndi mang LAN, mang Internet, mang dit liéu chuyén dung cho céc
phong; kiém tra hién trang, dé xuét stra chita hodc mua méi cac ching loai thiét
bi CNTT phu hop, an toan, bao mat theo quy dinh vé quan 1y, sir dung tai san co
quan. Hang nim tham muu dé xuat ké hoach mua sam thiét bi, may moc, phan
mém an toan, an ninh thong tin & co quan.

2. B6i v6i hé thong mang WAN:

- Cong chue, lao dong khi tham gia vao mang WAN khong dugc tu y thay
d6i cac tham s6 mang, néu tu y thay doi tham s6 mang thi nguoi thay 601 phai
chiu hoan toan trach nhiém. Truong hop can thiét phai thay doi tham sb mang,
bao cho Quan tri mang biét dé xir 1y.

- Quan tri mang chiu tranh nhiém cai dit hé théng an ninh mang theo
ding tiéu chuin an toan bao mat; cai dit hé théng tu dong cap nhat mau Virus
maoi va tu dong diét virus khi phat hién c6 virus xam nhdp mady tinh; thuong
xuyén kiém tra, quét virus dinh ky cho tit ca cac may chu, may tram; xu 1y, khic
phuc kip thoi khi xay ra sy ¢ may tinh bi virus xAm nhap; dam bao hé thong



mang may tinh ludn sach virus dé ddm bao may tinh cua can by, cong churc, vién
chtrc hoat dong t6t.

Piéu 6. Quy dinh bio vé hé thong thong tin mang

1. Khi xay dung, nang cip, mo rong ha tang ky thuat CNTT, cac hé thong
thong tin cua co quan phai c6 phuong an dam bao an toan thong tin mang va
phai dugc S¢ Thong tin va Truyén théng c6 ¥ kién trude khi trinh cdp c6 thim
quyén phé duyét.

2. Hé théng mang noi bo (mang LAN) duogc td chirc theo hudéng stir dung
may chii dé quan 1y cac may tram trong hé thong mang, khong str dung mo hinh
mang ngang hang (khong c6 may chu quan 1y), cai dit hé théng tudong lua
(Firewall) dé bao vé hé thong mang LAN. Cac may chu, may tram, hé thong luu
trit noi bo, thiét bi mang, mang khong day (wifi) phai dugc bao vé bai mat khau
an toan. T4t ca cac may tinh phai dugc cai dit cac phan mém bao vé, phong
chéng virus.

3. Khi thuc hién di chuyén céc trang thiét bi CNTT luu trit dit liéu, thong
tin thuoc danh muc bi mat Nha nudc phai duge to chic quan 1y, gidm sat chat
ché theo quy dinh cua phap luat vé bao v¢ bi mat nha nudec.

4. Cap nhat kip thoi cac ban va 16 hong bao mat tir nha cung cip, nha san
xuét cho cac hé théng thong tin, co s¢ dit li€u; cod co ché sao luu dir liéu du
phong, dir liéu duoc luu trit tai noi an toan dé san sang phuc hoi co so dit licu
khi xay ra su ¢ an toan thong tin mang.

5. Khi thué dich vu cong nghé thong tin uu tién viéc dam bdo an toan
thong tin.

6. T chirc phan quyen truy cép cho cac dbi tuong nguoi dung tham gia
van hanh, khai thac cac h¢ thong thong tin ding quy trinh, chat ch€ gan voi trach
nhiém cua ting td chirc, c4 nhan dé dam bao an toan thong tin mang cho cac hé
théng thong tin co quan dang quan 1y, van hanh.

7. Céac co quan, don vi, ¢4 nhan tham gia st dung mang chuyén dung thuc
hién nghiém tic cic ndi dung vé dam bao an toan thong tin mang trén mang
truyén so liéu chuyén dung duoc quy dinh tai cac Piéu 10, 11, 12 ctia Thong tu
s6 23/2011/TT-BTTTT ngay 11/8/2011 ciia B6 Thong tin va Truyén thong.

8. Cap nhat va luu trit ciu hinh chuan céc thanh phan cua hé thong, trudc
khi tién hanh cai dat, thiét 1ap cau hinh lai h¢ thong thong tin, dam bao duy tri
hoat dong ctua hé thong thong tin.

9. Cau hinh hé thong thong tin cung cap nhiing chirc nang co ban cho
nguoi dung; thiét 1ap cac ché o phan quyén truy cép theo chi dao cua Trudng
ban.

10. Str dung mat khau: dat cho tai khoan sir dung & dang phuc tap (mat
khau bao gdm chit hoa, chit thuong trong bang chir cai, so va cac ky tu dac biét),
do dai t6i thiéu 8 ky tu. Khong tiét 19, chia sé mat khau cho nguoi khéc, khi két


https://thuvienphapluat.vn/phap-luat/tim-van-ban.aspx?keyword=23/2011/TT-BTTTT&area=2&type=0&match=False&vc=True&lan=1

thic cong viéc hodc chuyén giao mdy tinh cho nguoi khac sir dung phai thoat
khéi tai khoan nguoi dung.
11. Phong ngira, phat hién, ngan chin va xir Iy phan mém doc hai:

a) Tat ca cac may tram, may chu, cac thiét bi cong nghé thong tin trong
mang va h¢ thong thong tin phai dugc cai dat phan mém phong chong Virus
phl hop. Cac phan mém phong chdng virus phai duogc thiét 1ap ché do tu dong
cap nhat; ché do tu dong quét ma doc, virus khi sao chép, mé cac tap tin.

b) Céan bo, cong chirc trong co quan phai dugc hudng dan vé phong chéng
phan mém ddc hai, cac rii ro do mi doc giy ra; khong duoc tu ¥ cai dat hodc gd
b6 cac phan mém trén may tram khi chua c6 su déng ¥ ctia ngudi c¢6 tham quyén
theo quy dinh cua co quan.

c) Tat ca cac may tinh cta co quan, don vi phai dugc cdu hinh nham vo
hi¢u hoa tinh nang ty dong thuc thi cac tip tin trén cac thiét bi luu trir di dong.

d) Khi phat hién ra bat ky dau hiéu nao lién quan dén viéc bi nhiém phan
mém doc hai, virus trén may chd, may tram, thiét bi cong nghé thong tin nhu:
may hoat dong cham bat thuong, canh bao tir phan mém phong chong virus, mat
dir liéu, nhitng dau hiéu bat thuong khac,... ngudi sir dung phai giit nguyén hién
trang may tinh, khong thuc hién bt cr thao tac gi thém nham tranh tinh trang
thém nghiém trong va bao truc tiép cho can bd hodc bo phan co trach nhiém cia
co quan, don vi dé xtr 1y.

d) Phong ngtra hu hong, su cd may tinh, hé thong thong tin qua cac sy cd
bat kha khang: hu hong thiét bi dot ngot, chap dién, chay nd, 1a lut, sét danh,
trom cap, ...

12. Bam bao an toan théng tin Trang thong tin dién tur:

- Noi dung cung cip trén Trang thong tin dién tir cia Ban Dan tdc bao
dam dung quy dinh tai Nghi dinh 43/2011/ND-CP ngay 13/6/2011 cua Chinh
phu quy dinh vé viéc cung cap thong tin va dich vu céng truc tuyén trén trang
thong tin dién tir hodc cong thong tin dién tir ciia co quan nha nudc.

- Nhitng van dé thong tin doi ngoai dang tai thong tin theo quan diém chi
dao cua Dang, Nha nudc; dinh hu’é’ng tuyén truyén cua BO Ngoai giao, Ban
Tuyén giao Trung wong, Ban Tuyén gido Tinh uy. Khi khai thac, dang tai lién

quan dén van dé bién gidi, bién, dao phai trich dan ngudn tin chinh thong, tuan
thu cac quy dinh cia phap luat trong linh vyc hoat dong bao chi va ban quyén.

- Dinh ky thay d6i va quan 1y bao mat tai khoan cia nhiing nguoi co
quyén quan tri hé thong.

Piéu 7. Giai quyét va khic phuc s c6 vé an toan, an ninh théng tin

1. B6i voi can b, cong chirc:

a) Thong tin kip thoi cho Quan tri mang va Van phong khi phat hién cac
su cd gdy mét an toan, an ninh thong tin trong hé thong mang.



b) Khi phat hién h¢ thong bi tdn cong, thong qua cc dau higu khic
thuong nhu: h¢ thong may vi tinh hoat dong chdm khac thuong, ndi dung bi thay
doi,... can thuc hién cac budc sau:

- Ngit két ndi may vi tinh ra khoi mang LAN, Internet.

- Sao chép toan bd dir li€u cua hé théng ra thiét bi luu ngoai (CD, USB, b
cung di dong,...).

2. D61 véi Quan tri mang:

- Quan ly chat ché viée di chuyén cac trang thiét bi CNTT (may chu, may
tram, thi€t bi ngoai vi);

- Hudng dan ngudi dung cac bién phap ky thuat giai quyet va khic phuc
su cd. Trong truong hop su ¢b xay ra ngoai kha ning giai quyét, kip thoi bao cao
v6i Chanh Vin phong; dong thoi lién hé véi co quan chuyén mén (S Thong tin
va Truyén thong) huéng dan khic phuc.

_ Chuong 111 . A
TRACH NHIEM PAM BAO AN TOAN THONG TIN

Pi¢u 8. Trach nhiém ciia Lanh dao Ban

1. Phan cong can bo, cong chic chuyén trach hodc phu trach CNTT dé
quan 1y k¥ thuat nghiép vu vé€ an toan thong tin tai co quan.

2. Tao diéu kién dé can bo, cong chirc chuyén trach hoac phu trach CNTT
hoc tap, ti€p thu cong ngh¢, kién thirc an toan thong tin.

3. Trang bi dﬁy du céc kién thirc bao n}ét co ban cho can b9, cong churc
trude khi cho phép truy nhap va st dung hé thong thong tin.

4. Chi dao cac phong chuyén chuyén mén thudc Ban tang cuong cong tac
an toan, an ninh théng tin trong hoat dong ing dung cong nghé thong tin.

5. Quan tam dau tu cac thiét bi phan ctng, phan mém lién quan dén cong
tac dam bao an toan thong tin; phan bod kinh phi duy tri hoat dong hé thong
thong tin hi€u qua; tao diéu kién cho can bo, cong chuc tham gia 16p dao tao
nang cao kién thirc cong nghé thong tin.

Dieu 9. Trach nhiém cia can b§, cong chirc

1. Cac may tinh khi khong st dung trong thoi gian dai (qua 2 gio lam
viéc) can tit may, dé tranh bi cac hacker loi dung, str dung chirc nang diéu khién
tir xa ding may tinh cia minh tdn cong vao cac hé théng théng tin khac.

2. C6 trach nhiém tu quan 1y cac thiét bj cong nghé thong tin duoc giao sir
dung; khong tu ¥ thay d6i va thao 1ap cac thiét bi trén may vi tinh khi chua c6 su
ddéng y ctia Lanh dao Ban; khong tu ¥ 1ién hé voi ca nhin bén ngoai vao can
thiép céc thiét bi may tinh.



3. Trong trao d6i thong tin, dit liéu phuc vu cong viée, can bo, cong chirc
phai sir dung hé thdng thong tin do tinh Khanh Hoa (@khanhhoa.gov.vn), phan
mém quan 1y vin ban eOffice. Han ché viéc sir dung cac phuong tién trao doi
thong tin dir li¢u, hé thong thu dién tor cong cong, mang xa hdi trén Internet
trong hoat dong ctia Ban Dan tdc.

4, Cac tap tin gui dinh kém béi thu dién tor hodc duoc tai xuéng tur
Internet hay céc thiét bi luu trir gdn vao h¢ thong can duoc kiém tra dé phong
chong lay nhiém virus hoac phan mém gian di¢p gdy mat mat thong tin.

5. Nghiém chinh chép hanh cic quy dinh ndi bd vé an toan thong tin cua
co quan va cac quy dinh khac cua phép luat; nang cao y thurc canh giac va trach
nhiém, ddm bao an toan, an ninh thong tin tai co quan.

Piéu 10. Nhirng diéu khong dwoe 1am

1. Khong duoc 1gi dung viéc sir dung Internet nham muc dich: Chéng lai
nha nudc Cong hoa xa hoi cha nghia Viét Nam, giy phuong hai dén an ninh
quéc gia, trat tu an toan xa hodi; kich dong bao luc, ddi truy, t€ nan xa hoi, mé tin
di doan; pha hoai thuan phong my tuc ciia dan toc.

2. Khong duoc tiét 16 bi mat nha nudc va cac bi mat khac da duoc phap
luat quy dinh.

3. Khong duoc choi cac tro choi truc tuyén (game online) hodc cac tro
choi khéc trén Internet trong gio lam viéc.

4. Khong dugce truy cép hodc tai cac trang website co noi dung d6i truy,
phan dong, cac chuong trinh khong r6 ngudn gdc, cac thong tin quang cdo hap
dan.

, 5. Khi str dung hé théng thu dién tir (Email) khong duogc kich chudt vao
bat cu ‘thu giién tu, tép dinh keém, duong link, thu rac, thu quang cao nao khong
r0 ngudn goc va khong xac dinh dugc nguoi gui.

_ Chuong IV
TO CHUC THUC HIEN

Picu 11. Xir 1y vi pham

Cong chtic, lao dong vi pham Quy ché nay, thi tuy theo tinh chat, mirc do
vi pham c6 thé bi xir ly hanh chinh, xu Iy ky luat hoac cac hinh thire xu 1y khac
theo quy dinh hién hanh; néu vi pham gy thiét hai 16n dén tai nguyén mang, h¢
thdng thong tin ctia Ban thi phai chiu trach nhiém bdi thuong vat chét vé nhiing
thi¢t hai gy ra theo quy dinh cta phap luéat hién hanh.

Piéu 12. Trach nhiém thi hanh

1. Chanh Van phong; cac truéng, pho phong c6 trach nhi¢m td chuc,
huong dan, don doc cong chure, lao dong nghi€ém tac thuc hién quy ché nay.



2. Trong qua trinh to chirc thuc hién, néu c6 van dé phat sinh méi hodc
kho khan, vudng mac, cong chtrc, lao dong phan anh vé Van phong dé tong hop,
b&o cdo Lanh dao Ban xem xét stra d6i, bo sung cho phu hop./.

TRUONG BAN

Ky boi: Bang Vin Tuin
Email:
dvtuan@khanhhoa.gov.
vn
— L Co quan: Ban Dan tdc,

—— Tinh Khanh Hoa
Ngay ky: 28.12.2018
13:58:41 +07:00

Ping Vin Tuin
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